[bookmark: cisco-packet-tracer-practical]Cisco Packet Tracer Practical
[bookmark: X2e23bcf4cd066f94a76d28162a9fc3160164c76]Configuring and Testing a Basic Network Firewall
[image: ]
[bookmark: activity-overview]Activity Overview
In this practical activity, you will use Cisco Packet Tracer to create a small network protected by a Cisco ASA firewall.
You will:
· Build an internal and external network.
· Configure IP addresses.
· Configure the firewall interfaces.
· Understand inside and outside security zones.
· Test the network before firewall rules are added.
· Create an Access Control List (ACL).
· Allow specific traffic through the firewall.
· Block unauthorised traffic.
· Test whether your firewall rules work.
· Review and explain the security decisions you have made.
[bookmark: recommended-time]Recommended Time
60–90 minutes

[bookmark: scenario]Scenario
You work for the IT support team of a small organisation.
The organisation has an internal network containing:
· staff computers;
· an internal web server;
· company information.
The network is connected to an external network.
Your task is to configure a firewall so that:
1. Internal devices are protected from unsolicited external connections.
1. An authorised external computer can access the organisation’s web server.
1. Only HTTP web traffic on TCP port 80 is allowed from the external network.
1. Other external traffic should remain blocked.

[bookmark: part-1-network-topology]Part 1 – Network Topology
Create the following topology:
                         FIREWALL
                     Cisco ASA 5506-X

 INTERNAL NETWORK       INSIDE | OUTSIDE       EXTERNAL NETWORK
                           |   |
                           |   |
       ┌──────────┐        |   |         ┌──────────┐
       │  Switch  │────────┘   └─────────│  Switch  │
       └────┬─────┘                      └────┬─────┘
            │                                 │
       ┌────┴─────┐                     ┌────┴─────┐
       │          │                     │          │
   Staff-PC   Web-Server             External-PC

[bookmark: part-2-add-the-devices]Part 2 – Add the Devices
Open Cisco Packet Tracer.
Add the following devices.
	Device
	Quantity

	ASA 5506-X Firewall
	1

	2960 Switch
	2

	PC
	2

	Server
	1


Rename the devices:
· FIREWALL
· SW-INSIDE
· SW-OUTSIDE
· STAFF-PC
· WEB-SERVER
· EXTERNAL-PC
[bookmark: why-rename-devices]Why rename devices?
Meaningful device names make a network easier to:
· understand;
· configure;
· troubleshoot;
· document.

[bookmark: part-3-connect-the-network]Part 3 – Connect the Network
Use Copper Straight-Through cables.
Connect:
[bookmark: internal-network]Internal network
STAFF-PC → SW-INSIDE
WEB-SERVER → SW-INSIDE
SW-INSIDE → FIREWALL GigabitEthernet1/1
[bookmark: external-network]External network
EXTERNAL-PC → SW-OUTSIDE
SW-OUTSIDE → FIREWALL GigabitEthernet1/2
Wait until the links become active.

[bookmark: part-4-configure-the-ip-addressing]Part 4 – Configure the IP Addressing
We will use two different networks.
[bookmark: inside-network]Inside network
192.168.10.0/24
[bookmark: outside-network]Outside network
192.168.20.0/24
Configure the devices as follows.
	Device
	IP Address
	Subnet Mask
	Default Gateway

	STAFF-PC
	192.168.10.10
	255.255.255.0
	192.168.10.1

	WEB-SERVER
	192.168.10.20
	255.255.255.0
	192.168.10.1

	FIREWALL Inside
	192.168.10.1
	255.255.255.0
	—

	FIREWALL Outside
	192.168.20.1
	255.255.255.0
	—

	EXTERNAL-PC
	192.168.20.10
	255.255.255.0
	192.168.20.1



[bookmark: part-5-configure-the-pcs]Part 5 – Configure the PCs
Select:
STAFF-PC → Desktop → IP Configuration
Enter:
IP Address
192.168.10.10
Subnet Mask
255.255.255.0
Default Gateway
192.168.10.1

Now configure the external PC.
Select:
EXTERNAL-PC → Desktop → IP Configuration
Enter:
IP Address
192.168.20.10
Subnet Mask
255.255.255.0
Default Gateway
192.168.20.1

[bookmark: part-6-configure-the-web-server]Part 6 – Configure the Web Server
Select:
WEB-SERVER → Desktop → IP Configuration
Configure:
IP Address:       192.168.10.20
Subnet Mask:      255.255.255.0
Default Gateway:  192.168.10.1

[bookmark: part-7-enable-the-web-server]Part 7 – Enable the Web Server
Select:
WEB-SERVER → Services → HTTP
Make sure:
HTTP = On
You can edit the web page if you want.
For example:
Welcome to the Secure Company Web Server

[bookmark: part-8-configure-the-firewall]Part 8 – Configure the Firewall
Select the ASA firewall.
Open:
CLI
Press Enter if required.
Enter privileged EXEC mode:
enable
Enter configuration mode:
configure terminal
Change the hostname:
hostname FIREWALL
Your prompt should now change to something similar to:
FIREWALL(config)#

[bookmark: Xc94ceb66608a70b7b05e9778d375a3c11e1bf62]Part 9 – Configure the Inside Firewall Interface
Enter:
interface GigabitEthernet1/1
Give the interface a name:
nameif inside
Set its security level:
security-level 100
Configure its IP address:
ip address 192.168.10.1 255.255.255.0
Turn the interface on:
no shutdown
Exit:
exit

[bookmark: what-does-security-level-100-mean]What does Security Level 100 mean?
Cisco ASA firewalls assign security levels to interfaces.
A higher number represents a more trusted network.
For example:
Inside = 100
Outside = 0
The internal company network is therefore considered more trusted than the external network.

[bookmark: X9850bae7d572dc1b1fc446cbb642e3062c36ba2]Part 10 – Configure the Outside Firewall Interface
Enter:
interface GigabitEthernet1/2
Configure the interface:
nameif outside
Then:
security-level 0
Configure its IP address:
ip address 192.168.20.1 255.255.255.0
Turn the interface on:
no shutdown
Exit:
exit

[bookmark: part-11-check-the-firewall-interfaces]Part 11 – Check the Firewall Interfaces
Enter:
show interface ip brief
You should see both interfaces configured.
You can also use:
show running-config
Look for:
nameif inside
security-level 100
ip address 192.168.10.1 255.255.255.0
and:
nameif outside
security-level 0
ip address 192.168.20.1 255.255.255.0

[bookmark: checkpoint-1]CHECKPOINT 1
Before continuing, check:
· STAFF-PC has the correct IP address.
· WEB-SERVER has the correct IP address.
· EXTERNAL-PC has the correct IP address.
· Inside firewall interface is 192.168.10.1.
· Outside firewall interface is 192.168.20.1.
· Inside security level is 100.
· Outside security level is 0.
· Both firewall interfaces are active.

[bookmark: X895294afec627e4507b8b30facae60476b9a00b]Part 12 – Test the Firewall Before Creating an ACL
We are now going to see how the firewall behaves.
On EXTERNAL-PC, select:
Desktop → Web Browser
Enter:
http://192.168.10.20
[bookmark: what-happens]What happens?
The connection should normally be blocked.
This is because the connection is attempting to travel from:
OUTSIDE
Security Level 0
to:
INSIDE
Security Level 100
The firewall does not automatically trust connections initiated from a lower-security network towards a higher-security network.
This is an important security principle.

[bookmark: part-13-why-is-this-useful]Part 13 – Why Is This Useful?
Imagine the external network represents the Internet.
Without a firewall, an attacker might attempt to connect to:
· computers;
· servers;
· remote management services;
· databases;
· file-sharing systems.
A firewall creates a controlled boundary.
Instead of simply allowing everything through, administrators create rules specifying what traffic should be allowed.

[bookmark: part-14-create-a-firewall-rule]Part 14 – Create a Firewall Rule
The company wants people outside the network to access its web server.
However, they should only be allowed to use:
HTTP – TCP Port 80
We will therefore create an Access Control List.
Return to the firewall CLI.
Enter configuration mode if necessary:
configure terminal
Create the rule:
access-list OUTSIDE-IN extended permit tcp any host 192.168.10.20 eq 80

[bookmark: understanding-the-command]Understanding the Command
Break the command down.
[bookmark: access-list]access-list
Tells the firewall that we are creating an ACL rule.
[bookmark: outside-in]OUTSIDE-IN
The name we have given the ACL.
[bookmark: extended]extended
Allows the rule to examine information such as:
· source address;
· destination address;
· protocol;
· port number.
[bookmark: permit]permit
Allows matching traffic.
[bookmark: tcp]tcp
The protocol that is permitted.
[bookmark: any]any
Traffic can originate from any external IP address.
[bookmark: host-192.168.10.20]host 192.168.10.20
The destination must be the internal web server.
[bookmark: eq-80]eq 80
Only destination TCP port 80 is permitted.

[bookmark: part-15-apply-the-acl-to-the-firewall]Part 15 – Apply the ACL to the Firewall
Creating an ACL does not automatically activate it.
It must be attached to an interface.
Enter:
access-group OUTSIDE-IN in interface outside
This tells the firewall:
Examine traffic entering the outside interface and apply the rules contained in the OUTSIDE-IN ACL.

[bookmark: part-16-add-an-explicit-deny-rule]Part 16 – Add an Explicit Deny Rule
Add:
access-list OUTSIDE-IN extended deny ip any any log
This blocks other IP traffic that does not match the permitted rule.
The log option can also help administrators identify blocked traffic.

[bookmark: important-firewall-principle]Important Firewall Principle
Firewall and ACL rules are normally processed from top to bottom.
The firewall looks for the first rule that matches the traffic.
For example:
1. PERMIT HTTP to web server
2. DENY everything else
This means web traffic is allowed first.
Everything that fails to match that rule is then denied.

[bookmark: checkpoint-2]CHECKPOINT 2
Display the ACL:
show access-list
You should see rules similar to:
permit tcp any host 192.168.10.20 eq www
deny ip any any
You may see www instead of 80.
They represent the same service:
HTTP = TCP port 80

[bookmark: part-17-test-allowed-traffic]Part 17 – Test Allowed Traffic
Go to:
EXTERNAL-PC → Desktop → Web Browser
Enter:
http://192.168.10.20
The website should now load.
[bookmark: record-the-result]Record the result
	Test
	Expected Result
	Actual Result

	External PC → Web Server HTTP
	ALLOWED
	

	Destination port
	TCP 80
	

	Firewall decision
	PERMIT
	


Take a screenshot as evidence.

[bookmark: part-18-test-blocked-traffic]Part 18 – Test Blocked Traffic
Now try accessing another service.
For example, open:
EXTERNAL-PC → Command Prompt
Try:
ping 192.168.10.20
Depending on the Packet Tracer/ASA implementation, the ICMP request should be blocked by the ACL because you have only permitted TCP port 80.
You could also attempt to connect using another TCP service if one is enabled.
[bookmark: record-your-result]Record your result
	Test
	Expected Result
	Actual Result

	HTTP
	Allowed
	

	Other unsolicited traffic
	Blocked
	



[bookmark: part-19-use-simulation-mode]Part 19 – Use Simulation Mode
Packet Tracer can show what happens to network packets.
Select:
Simulation
instead of:
Realtime
Generate traffic from the external PC.
Watch the packet travel towards the firewall.
You can inspect the PDU to determine:
· source IP;
· destination IP;
· protocol;
· source port;
· destination port;
· whether the firewall permits or rejects the packet.

[bookmark: Xd812af7b37512fb5c3de4bf9cef2e3e9616ffc9]Part 20 – Compare Allowed and Blocked Traffic
Complete the following.
	Traffic
	Source
	Destination
	Port/Protocol
	Firewall Decision

	Website request
	External PC
	Web Server
	TCP 80
	Permit

	Ping
	External PC
	Web Server
	ICMP
	

	Other TCP connection
	External PC
	Web Server
	Other
	



[bookmark: Xec41c9996e2525c1ecf5bf7ad66a969416440d5]Part 21 – Explain What the Firewall Is Doing
Answer in your own words.
[bookmark: question-1]Question 1
Why is traffic from the external network not automatically trusted?
Your answer:



[bookmark: question-2]Question 2
Why did we allow TCP port 80 rather than simply allowing all traffic to the server?
Your answer:



[bookmark: question-3]Question 3
How does restricting the number of accessible services improve security?
Your answer:




[bookmark: X15e6facac62712abc7f000ad0ef71251dffd862]Part 22 – Apply the Principle of Least Privilege
A major security principle is:
[bookmark: least-privilege]Least Privilege
A person, system or service should receive only the access it needs to perform its role.
Our rule:
permit tcp any host 192.168.10.20 eq 80
follows this principle.
We did not configure:
permit ip any any
because that would give external users considerably more access than they require.

[bookmark: part-23-security-analysis]Part 23 – Security Analysis
Consider these two rules.
[bookmark: rule-a]Rule A
permit ip any any
[bookmark: rule-b]Rule B
permit tcp any host 192.168.10.20 eq 80
Which is more secure?
Explain your judgement.
Your answer should consider:
· attack surface;
· unnecessary services;
· least privilege;
· potential attackers;
· legitimate user requirements.
Answer:





[bookmark: part-24-create-a-second-rule]Part 24 – Create a Second Rule
The organisation now decides that HTTPS should also be available.
HTTPS uses:
TCP Port 443
Add:
access-list OUTSIDE-IN extended permit tcp any host 192.168.10.20 eq 443
Check your ACL:
show access-list

[bookmark: important-rule-order]Important – Rule Order
If you previously entered the explicit:
deny ip any any
before the HTTPS permit rule, the deny may be processed first.
That would cause HTTPS to be blocked.
This demonstrates why ACL rule order matters.
A correct logical order would be:
PERMIT HTTP
PERMIT HTTPS
DENY everything else

[bookmark: part-25-investigate-rule-order]Part 25 – Investigate Rule Order
Consider:
permit tcp any host 192.168.10.20 eq 80
deny ip any any
permit tcp any host 192.168.10.20 eq 443
Will HTTPS work?
Explain your answer.



[bookmark: key-concept]Key concept
The firewall processes rules sequentially.
Once traffic matches a rule, later rules normally do not get the opportunity to permit it.

[bookmark: part-26-view-firewall-statistics]Part 26 – View Firewall Statistics
Use:
show access-list
Depending on the ASA implementation, you may see hit counts.
A hit count records how many packets have matched a particular rule.
Generate several HTTP requests and run the command again.
[bookmark: Xbb933e0cec430a7d6cf387b938ca2cf9a4792e2]Why could hit counts be useful to a network administrator?




[bookmark: part-27-save-the-configuration]Part 27 – Save the Configuration
Enter:
write memory
Alternatively, depending on the simulated ASA version:
copy running-config startup-config
This saves the configuration.

[bookmark: part-28-evidence-of-completion]Part 28 – Evidence of Completion
Your completed evidence should show:
· Completed network topology.
· Correct IP addresses.
· Inside firewall interface configured.
· Outside firewall interface configured.
· Security levels configured.
· HTTP service enabled.
· External access initially blocked.
· ACL created.
· ACL applied to the outside interface.
· HTTP successfully permitted.
· Unauthorised traffic blocked.
· show access-list output.
· Simulation Mode evidence.
· Saved Packet Tracer file.
Save the file as:
Firewall_Activity_YourName.pkt

[bookmark: part-29-troubleshooting]Part 29 – Troubleshooting
[bookmark: problem-interface-remains-down]Problem: Interface remains down
Check:
no shutdown
and check that the cable is connected correctly.

[bookmark: problem-website-does-not-load]Problem: Website does not load
Check the server:
192.168.10.20
Check that:
Services → HTTP → On
is enabled.

[bookmark: X20b438b6ca9128372562266fa6a4db5f3ffa570]Problem: Internal or external PC cannot find its network
Check:
· IP address;
· subnet mask;
· default gateway.

[bookmark: problem-acl-does-not-work]Problem: ACL does not work
Check:
show access-list
Then:
show running-config
Check that you have entered:
access-group OUTSIDE-IN in interface outside
Remember:
Creating an ACL and applying an ACL are two different actions.

[bookmark: Xa7dfb4aa49ed96270298d8cf10257124db6b0cc]Problem: A rule that should work is being blocked
Examine the order of the ACL rules.
A broad deny rule above a permit rule may prevent the later rule from ever being reached.

[bookmark: part-30-deeper-learning]Part 30 – Deeper Learning
[bookmark: question-1-firewall-purpose]Question 1 – Firewall Purpose
Explain why installing a firewall between an internal organisational network and an external network improves security.
Your answer should go beyond saying:
“It blocks hackers.”
Consider:
· traffic inspection;
· access control;
· attack surface;
· network boundaries;
· authorised and unauthorised services.

[bookmark: question-2-security-versus-usability]Question 2 – Security Versus Usability
A firewall could theoretically block every incoming connection.
Why would this not always be practical for an organisation?
Give at least two examples.

[bookmark: question-3-misconfiguration]Question 3 – Misconfiguration
Explain how a badly configured firewall could actually create a security vulnerability.

[bookmark: question-4-defence-in-depth]Question 4 – Defence in Depth
A manager says:
“We have a firewall, so we don’t need antivirus, MFA or security updates.”
Explain why this statement is incorrect.

[bookmark: part-31-real-world-challenge]Part 31 – Real-World Challenge
A company has the following systems:
	System
	Requirement

	Public website
	Internet users need HTTPS

	Staff PCs
	Should not accept unsolicited Internet connections

	Email server
	Needs to receive email

	Database server
	Should only be accessed internally

	Administrator server
	Only authorised administrators should connect


Decide which services should be allowed through the firewall.
Complete:
	Service
	Port
	Allow or Block?
	Reason

	HTTP
	80
	
	

	HTTPS
	443
	
	

	SSH
	22
	
	

	SMTP
	25
	
	

	FTP
	21
	
	

	Database traffic
	Varies
	
	

	ICMP
	—
	
	


There is not necessarily one perfect answer.
Your decisions must be justified using the requirements of the organisation.

[bookmark: part-32-extension-challenge-create-a-dmz]Part 32 – Extension Challenge: Create a DMZ
For a more advanced network, investigate adding a third firewall interface.
Create:
DMZ
Security Level 50
Example addressing:
Inside:  192.168.10.0/24
DMZ:     192.168.30.0/24
Outside: 192.168.20.0/24
Move the public web server into the DMZ.
The topology becomes:
                   INTERNET / OUTSIDE
                           |
                           |
                    ┌────────────┐
                    │    ASA     │
                    │  FIREWALL  │
                    └────────────┘
                      /         \
                     /           \
              INSIDE               DMZ
          Security 100         Security 50
               |                    |
          Staff PCs             Web Server
[bookmark: research-question]Research question
Why might an organisation place a public-facing web server in a DMZ rather than on the same network as staff computers?

[bookmark: part-33-final-reflection]Part 33 – Final Reflection
Complete the following statements.
[bookmark: Xd7605b6f6bc8bd018fcbc9f3124a14b81e5726b]Before this activity, I thought a firewall…


[bookmark: i-now-understand-that-a-firewall]I now understand that a firewall…


[bookmark: one-firewall-command-i-understand-is]One firewall command I understand is…

[bookmark: it-works-by]It works by…


[bookmark: Xa54b5a3910646dc0e530b576195715dde33a3a3]One mistake that could weaken a firewall is…


[bookmark: X1de749b413de774a460dadf5753702a7042dff7]The most important security principle demonstrated by this activity is…

[bookmark: i-selected-this-because]I selected this because…



[bookmark: success-criteria]Success Criteria
[bookmark: developing]Developing
I can:
· identify a firewall;
· configure basic IP addresses;
· identify inside and outside networks.
[bookmark: secure]Secure
I can:
· configure firewall interfaces;
· create an ACL;
· permit or deny network traffic;
· test whether firewall rules work.
[bookmark: advanced]Advanced
I can:
· explain why firewall rules are required;
· analyse ACL rule order;
· apply least privilege;
· justify which network services should be permitted;
· explain how a DMZ can improve network security.

[bookmark: key-terms]Key Terms
	Term
	Meaning

	Firewall
	A security system that controls network traffic according to defined rules.

	ACL
	Access Control List – rules used to permit or deny traffic.

	Inside
	The trusted side of the firewall.

	Outside
	The less trusted/untrusted side of the firewall.

	Security Level
	ASA value representing the level of trust associated with an interface.

	TCP
	Connection-oriented transport protocol used by services such as HTTP and HTTPS.

	Port
	A logical number used to identify a network service.

	HTTP
	Web traffic, normally TCP port 80.

	HTTPS
	Encrypted web traffic, normally TCP port 443.

	DMZ
	Separate network used to isolate public-facing systems from the internal LAN.

	Least Privilege
	Providing only the access necessary to complete an authorised task.

	Attack Surface
	The systems, services and interfaces that could potentially be attacked.


[bookmark: end-of-activity]End of Activity
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